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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
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Part HI. Detailed Action 

» 

Drawings 

The drawings are objected to because pages 9-10 of the specification refer to element 204 
as "decrypted content", whereas fig. 2 refers to the element as "unencrypted content." 
Furthermore, in fig. 4a, "flash ROM key storage" has the reference numeral 308, whereas in pg. 
14 of the disclosure it is referred to as "key storage 108." Please fix inconsistencies that occur 
between the specification and the figures. Corrected drawing sheets in compliance with 37 CFR 
1. 121(d) are required in reply to the Office action to avoid abandonment of the application. Any 
amended replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. The figure or figure number 
of an amended drawing should not be labeled as "amended." If a drawing figure is to be 
canceled, the appropriate figure must be removed from the replacement sheet, and where 
necessary, the remaining figures must be renumbered and appropriate changes made to the brief 
description of the several views of the drawings for consistency. Additional replacement sheets 
may be necessary to show the renumbering of the remaining figures. Each drawing sheet 
submitted after the filing date of an application must be labeled in the top margin as either 
"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1 .121(d). If the changes are not 
accepted by the examiner, the applicant will be notified and informed of any required corrective 
action in the next Office action. The objection to the drawings will not be held in abeyance. 
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Specification 

Applicant is reminded of the proper language and format for an abstract of the disclosure. 

The language should be clear and concise and should not repeat information given in the 
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns, 1 ' 
"The disclosure defined by this invention, 1 ' "The disclosure describes," etc. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

Claims 12-14, 18-21, 41-43, 47-50, 70-72, and 76-79 are rejected under 35 U.S.C. 1 12, 
second paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. 
As per claims 12-14, 41.-43, and 70-72: 

These claims recite the limitation "the one or more terms of use" in line 1, where "one or 
more terms of use" has not been previously introduced in the parent claim. Thus, there is 
insufficient antecedent basis for this limitation in the claim. Applicant may have intended for 
these claims to depend on claim 11, which does previously introduce one or more terms of use. 
If not, in order to fix this, applicant can adjust the wording by putting it in the same form as is 
used for claim 1 1 . 

As per claims 18-21, 47-50, and 76-79: 

These claims recite the limitation "the communication link" in line 1, where a 
"communication link" has not been previously introduced in the parent claim. Thus, there is 
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insufficient antecedent basis for this limitation in the claim Applicant may have intended for 
these claims to depend on claim 17, which does previously introduce a communication link. If 
not, in order to fix this, applicant can adjust the wording by putting it in the same form as is used 
for claim 17. 



Claim Rejections - 35 USC§102 

I. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1 (a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2 1(2) of such treaty in the English language. 

II. Claims 1-7, 10-27, 30-36, 39-56, 59-65, and 68-85 are rejected under 35 U.S.C 102(e) as 
being fully anticipated by Gruse et al., United States Patent No. 6,389,538. 

As per claim 1 : 

Gruse et al. teach a method of providing encrypted data to a device comprising the steps 
of: receiving one or more public keys from the device (col. 16 lines 20-23, col. 35 lines 34-38, 
and col. 45 lines 58-64); validating the one or more public keys (col. 45, lines 58-67, where 
validating and successfully verifying the signature in turn validates the public key); receiving a 
request for the encrypted data from the device (col. 45, lines 44-56); retrieving the encrypted 
data and a symmetric key used to encrypt the data (col. 15, lines 37-46 and col. 46, lines 45-57); 
encrypting the symmetric key using each of the one or more public keys (col. 18, lines 26-28 and 
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col. 46, lines 57-64); and sending the one or more encrypted symmetric keys and the encrypted 
data to the device (col. 18, lines 38-47 and col. 46, line 61 - col. 47, line 12). 
As per claim 2: 

Gruse et al. teach the method as recited in claim 1, further comprising the steps of: 
receiving data (col. 16, lines 56-65); creating the symmetric key; and encrypting the data using 
the symmetric key (col. 18, lines 22-23). 
As per claim 3: 

Gruse et al teach the method as recited in claim 2, further comprising the step of storing 
the symmetric key and the encrypted data (col. 18, lines 38-40). 
As per claim 4: - 

Gruse et al. teach the method as recited in claim 2, wherein the data is compressed (col. 
23, lines 3-5). 
As per claim 5: 

Gruse et al. teach the method as recited in claim 4, wherein the data is compressed using 
a Moving Picture Experts Groups ("MPEG") standard (col. 23, lines 3-1 1). 
As per claim 6: 

The method as recited in claim 2, further comprising the step of compressing the data 
(col. 23, lines 3-5). 
As per claim 7: 

The method as recited in claim 2, wherein the data is encrypted using a triple Data 
Encryption Standard ( M 3DES M ) algorithm (col. 15, lines 47-53). 
As per claim 10: 
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Gruse et al. teach the method as recited in claim 1, further comprising the step of 
authorizing the request (col. 13, lines 48-55 and col. 45, lines 58-67). 
As per claim 1 1 : 

Gruse et al. teach the method as recited in claim 1, wherein the encrypted data includes 
one or more terms of use (col. 17, lines 59-61). 
As per claim 12: 

Gruse et al. teach the method, wherein one or more terms of use comprises a view only 
once restriction (col. 15, lines 13-18). 
As per claim 13: 

Gruse et al. teach the method, wherein one or more terms of use comprises a limited time 
period to view the data (col. 15, lines 13-18). 
As per claim 14: 

Gruse et al. teach the method, wherein one or more terms of use comprises a reproduction 
restriction (col. 23, lines 19-26). 
As per claim 15: 

Gruse et al. teach the method as recited in claim 1, wherein the steps of encrypting the 
symmetric key using each of the one or more public keys and sending the one or more encrypted 
symmetric keys and the encrypted data to the device comprise the steps of: encrypting the 
symmetric key and one or more terms of use using each of one or more the public keys; and 
sending the one or more encrypted symmetric keys, the one or more encrypted terms of use and 
the encrypted data to the device (col. 25, lines 44-47 and col. 40, lines 52-54) 
As per claim 16: 
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Gruse et al. teach the method as recited in claim 1, wherein the step of sending the one or 
more encrypted symmetric keys and the encrypted data to the device comprises the steps of: 
creating a file comprising the one or more encrypted symmetric keys and the encrypted data; and 
sending the file to the device (col. 18, lines 38-47). 
As per claim 17: 

Gruse et al. teach the method as recited in claim 1 , further comprising the step of 
establishing a communication link with the device (col. 18, lines 41-47). 
As per claim 18: 

Gruse et al. teach the method as recited in claim 1 , wherein the communication link 
includes a telephone line (col. 9, lines 28-39) 1 . 
As per claim 19: 

Gruse et al. teach the method as recited in claim 1, wherein the communication link 
includes a wireless connection (col. 9, lines 40-44). 
As per claim 20: 

Gruse et al. teach the method as recited in claim 1, wherein the communication link 
includes a satellite connection (col. 9, lines 40-44). 
As per claim 21: 



1 Although the term "telephone line" is not used, set-top box is mentioned where the definition mentions that it is 
connected to another communication channel, for example a telephone line. The definition of set-top box as it 
appears on the Free On-Line Dictionary of Computing is pasted below. 

Set-Top Box: 

(STB) Any electronic device designed to produce output on a conventional television set (on top of which it 
nominally sits) and connected to some other communications channels such as telephone, ISDN, optical 
fibre or cable. The STB usually runs software to allow the user to interact with the programmes shown on 
the television in some way. 
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Gruse et al. teach the method as recited in claim 1, wherein the communication link 
includes the Internet (col. 9, lines 40-44). 
As per claim 22: 

Gruse et al. teach the method as recited in claim 17, wherein the step of establishing a 
communication link with the device comprises the steps of: establishing a control 
communication link with the device; and establishing a data communication link with the device 
(col. 14, lines 49-67). Although these steps are not specifically stated, the Internet is used for 
communication. The Internet implies the use of TCP/IP, which carries out the steps of 
connection establishment and data transfer, thus is inherent. 
As per claim 23: 

Gruse et al. teach the method as recited in claim 1, wherein the data is an audio/video 
transmission (col. 1, lines 58-63). 
As per claim 24: 

Gruse et al. teach the method as recited in claim 1, wherein the data is a sound recording 
(col. 1, lines 58-63). 
As per claim 25: 

Gruse et al. teach the method as recited in claim 1, wherein the data is a game (col. 1, 
lines 58-63). 
As per claim 26: 

Gruse et al. teach the method as recited in claim 1, wherein the device is an audio/video 
playback device (col. 9, lines 49-56). Although the term "playback device" is not used the 
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functionality of the device disclosed invention is equivalent to that of a playback device. 
As per claim 27: 

Gruse et al teach the method as recited in claim 1, wherein the device is a computer (col. 
19, lines 40-42). 
As per claims 30-36 and 39-56: 

These claims are rejected because they are similar in scope to claims 1-7 and 10-27 
because they are claiming the computer program on a computer readable medium in the same 
way as the rejected method claims above. 
As per claims 59-65 and 68-85: 

These claims are rejected because they are similar in scope to claims 1-7 and 10-27 
because they are claiming the system in the same manner as the rejected method claims above. 

Claim Rejections - 35 USC §103 

HI. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

IV. Claims 8, 28-29, 37, 57-58, 66, and 86-87 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gruse et al., United States Patent No. 6,389,538 as applied to claims 1 (for 
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claims 28-29), 2 (for claim 8), 30 (for claims 57-58), 3 1 (for claim 37), 59 (for claims 86-87), 
and 60 (for claim 66) above. 
As per claim 8: 

Gruse et al. substantially teach the method as applied to claim 2 above. Not explicitly 
disclosed by Gruse et al. is the method, wherein the data is encrypted using an Advanced 
Encryption Standard ("AES") algorithm. However, Gruse et al. teach that any algorithm can be 
used for encryption. Therefore, it would have been obvious to a person in the art at the time the 
invention was made to modify the method disclosed in Gruse et al. for the data to be encrypted 
using AES. This modification would have been obvious because a person having ordinary skill 
in the art, at the time the invention was made, would have been motivated to do so since it is 
suggested by Gruse et al., col. 15, lines 36-46. 
As per claim 28: 

Gruse et al. substantially teach the method as applied to claim 1 above. Not explicitly 
disclosed by Gruse et al. is the method, wherein the device is a personal data assistant. However, 
Gruse et al. teach that the end-user device includes a personal communications service (PCS). 
Therefore, it would have been obvious to a person in the art at the time the invention was made 
to modify the method disclosed in Gruse et al. for the end-user device to be a personal data 
assistant since the term PCS is used to cover a variety of wireless technologies, one of which is a 
personal data assistant. This modification would have been obvious because a person having 
ordinary skill in the art, at the time the invention was made, would have been motivated to do so 
since it is suggested by Gruse et al., col. 9, lines 28-39. 
As per claim 29: 
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Gruse et al. substantially teach the method as applied to claim 1 above. Not explicitly 
disclosed by Gruse et al. is the method, wherein the device is a wireless network device. 
However, Gruse et al. teach that the end-user device includes a personal communications service 
(PCS). Therefore, it would have been obvious to a person in the art at the time the invention was 
made to modify the method disclosed in Gruse et al. for the end-user device to be a wireless 
network device since the term PCS is used to cover a variety of wireless technologies. This 
modification would have been obvious because a person having ordinary skill in the art, at the 
time the invention was made, would have been motivated to do so since it is suggested by Gruse 
et al., col. 9, lines 28-39. 
As per claims 37 and 57-58: 

These claims are rejected because they are similar in scope to claims 8 and 28-29 because 
they are claiming the computer program on a computer readable medium in the same way as the 
rejected method claims above. 
As per claims 66 and 86-87: 

These claims are rejected because they are similar in scope to claims 8 and 28-29 because 
they are claiming the system in the same manner as the rejected method claims above. 
V. Claims 9, 38, and 67 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gruse et al., United States Patent No. 6,389,538 as applied to claims 1, 30, and 59 above, and 
further in view of Schneier, Applied Cryptography, 
As per claim 9: 

Gruse et al. substantially teach the method as recited in claim 1 . Not explicitly disclosed 
by Gruse et al. is the method, wherein the data is encrypted using a symmetric linear feedback 
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shift register ("LFSR") sequence. However, Schneier teaches that a linear feedback shift register 
is the simplest kind of feedback shift register to implement. Therefore, it would have been 
obvious to a person in the art at the time the invention was made to modify the method disclosed 
in Gruse et al. to encrypt the data by using a symmetric linear feedback shift register. This 
modification would have been obvious because a person having ordinary skill in the art, at the 
time the invention was made, would have been motivated to do so since it is suggested by 
Schneier on pg. 373, par. 2-3. 
As per claim 38: 

These claims are rejected because it is similar in scope to claim 9 because it is claiming 
the computer program on a computer readable medium in the same way as the rejected method 
claim above. 
As per claim 67: 

These claims are rejected because it is similar in scope to claims 28-29 because it is 
claiming the system in the same manner as the rejected method claim above. 

^References Cited, Not Used 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

1. U.S. Patent No. 5,646,999 

2. U.S. Patent No. 6,438,235 

3. U.S. Patent No. 6,499,106 

The above references have been cited because they are relevant due to the manner in which the 
invention has been claimed. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nadia Khoshnoodi whose telephone number is (571) 272-3825. 
The examiner can normally be reached on M-F: 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on (571) 272-3819. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 





Nadia Khoshnoodi 
Examiner 
Art Unit 2133 
2/28/2005 
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